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Got a New Device but Kept the Same Phone Number, Still
Have the Old Device.

If you no longer have your old device, see this document.

Enroll your new device with the same phone number to your Duo Account. You’ll need to get
a one-time Duo bypass code from the Service Desk so that you can authenticate and
complete the steps in the device manager.

Follow the steps below to enroll your new device.

1. Power on your old device and connect 4. DO NOT complete the authentication
it to your wifi. at this time. Select Other options.

2. Go to the 2FA Enrollment page:
https://connect.wustl.edu/2fa/SECURE

/Manage.aspx Enter code in Duo Mobile

Verify it's you by entering this verification code

.
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in the Duo Mobile app...

3. Select the Manage Enrollment button

near the bottom of the page. >9<

Sent 10 *I0S" (+++-++*-8959)
o~ D
Other options

Need help? Secured by Duo

a. Ifyoudo complete the
authentication, you will be caught
in a loop and will need to click the
Manage Enrollment button again
in step 3 to start over.



https://wustl.box.com/shared/static/f5w8kundzgh1t3cmxu5qypa2l64c2axs.pdf
https://connect.wustl.edu/2fa/SECURE/Manage.aspx
https://connect.wustl.edu/2fa/SECURE/Manage.aspx
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5. Select Manage Devices.

< Back

Other options to log in

™ Duo Push
D Send to "IQ8" (ses-see- )

3  Phone call
0 Call "I0S" (re+-+++- )

125 Bypass code 3
=== Enter a code from your IT help desk

Manage devices
Add a phone, Touch ID, and more.

@ First you'll verify your identity.

Need help? Secured by Duo

6. You will now need to authenticate,

select Duo Push.

< Back

Verify your identity before
managing devices

U Duo Push >
Send to "iOS" (sss-see- ]

s Phone call 3
0 Call "IOS" (s+e-me- 1)

. Bypass code
—— Enter a code from your IT help desk

7. You will be presented with a 3-digit

code.

University in St.Louis

Enter code in Duo Mobile

Verify it's you by entering this verification code

in the Duo Mobile app...

Fich

Sent to "I0S" (s+s-e22- )
\ c
Other options

Need help? Secured by Duo

On your old device, enter the 3-digit
code and then select Verify.

On the monitor, under the device
registered to the phone number, select
I have a new phone.

i0S ¢ Edit

314-
Apple iPhone 14 Plus

I | have a new phone I
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10. On the ‘Let’s set up your phone a. The Apple steps should be
window, select Get started. similar (but may vary) to the
following:
\m;uzgr?\ Close X . ¢ H
o i.  Onthe ‘Duo Mobile would
Let's set up your phone like to send you
Same number? You can connect to Duo s . ) .
Mobis i a few stepe. notifications’ window, be
If you got a new number, you'll need to close SU I‘e tO AllOW nOtIflcatIOI’lS
this screen and add a new device.
so that you can get the on-
Get started screen and/or audio

notification when being
prompted to complete an
authentication. You may
adjust these later in the

device Settings under
11. Download Duo Mobile app from the Notifications. Apple

Google Play if it’s an Android device or Notification Settings.
the App Store if it’'s an Apple device and
then select Next.

Secured by Duo

ii.  Onthe ‘Accounts’ window,
tap the Add (or plusicon) to

< Bk loen add a new account.
Download Duo Mobile iii. On the ‘Add account’
On your mobile device, download the app from window, tap Use QR code.
the App Store or Google Play.
1. Arequest to usethe
a camera may pop up, tap
OK.
Next iv.  When the camera window
appears, point the camera
Secumatybro at the QR code on the
computer screen. This will
12. Once the Duo Mobile app is send the WUSTL information

downloaded on the device, open the
app and follow the instructions. The
following instructions may vary per
device.



https://support.apple.com/guide/iphone/change-notification-settings-iph7c3d96bab/ios
https://support.apple.com/guide/iphone/change-notification-settings-iph7c3d96bab/ios
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to your phone.

< Back Close X

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Secured by Duo

v.  Onthe ‘Organization’

window, the default account

name is ‘WUSTL Key’. You
may rename it or leave it as
is then tap Save.

vi.  Onthe ‘Account Linked’
screen, you may tap

practice now, to experience

some examples, or Skip.

b. The Android steps should be
similar (but may vary) to the
following:

i. Onthe ‘Welcome’ window,
tap Set up account.

ii.  Onthe ‘Link your account’

window, tap Use a QR code.

iii.  When the camera opens,
point it at the QR code on
the computer screen. This
should automatically send
the WUSTL information to

vi.

Vii.

the device.

< Back Close X

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Secured by Duo

1. Note: if a notification
pops up asking for
permission to use the
camera, tap OK or Allow.

On the ‘Name your account
to continue’ window, tap
Next.

On the ‘Name Account’
window, the default account
name is ‘WUSTL Key’. You
may rename it or leave it as
is then tap Save.

On the ‘Account Linked’
screen, you may tap
practice now, to experience
some examples, or Skip.

Note: Be sure to visit your
device settings to allow
notifications from Duo
Mobile. Android Notification

Instructions


https://support.google.com/android/answer/9079661?hl=en#zippy=%2Cchange-notifications-for-your-device
https://support.google.com/android/answer/9079661?hl=en#zippy=%2Cchange-notifications-for-your-device
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13. Your WashU 2FA setup is now
complete.
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© Added Duo Mobile

You can now use Duo Mobile to log in using a
push notification sent to your mobile device.

Since you added a phone number, you can

also use phone calls.

Continue

Secured by Duo




	Got a New Device but Kept the Same Phone Number, Still Have the Old Device.

